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About eCoin Incorporated and Our Vision 

------------------------------------------------------------------------

eCoin Incorporated And Its Vision

ECoin, Inc. is a small startup company founded in 1998 by Steve Lihn. The vision of eCoin Inc. is to develop a web-based micropayment system that will transform the internet to a place where valuable information and services can be exchanged on a commercial basis. We believe that Internet can not remain free forever. Such wallet/micropayment system must be developed in order that the Internet content providers can be compensated through retail and remain profitable. ECoin micropayment system will enable Internet merchants and individuals to sell digital products and services in the scale where credit card processing can not cover (from a few dollars to sub-dollar range) with a reasonable profit margin. The system should have little implementation overhead for merchants and is very easy to use for Internet users. In other words, it should be user-friendly to both our merchants and consumers. 

Since late 1999, eCoin, Inc. is also working on the Diffie-Hellman blinding digital cash that was initiated by Ben Laurie. This is to experiment the ASN.1-based digital cash certificate in the area of micropayment. eCoin, Inc. will continue to explore different alternatives to enrich the micropayment world! 

------------------------------------------------------------------------

Major Features of eCoin 

Ecoin Inc. is a forerunner in the micropayment field. We believe that this field is in its infancy stage and needs a working system to demonstrate its potential. We see ourselves as enabler and technology pioneer of micropayment system. ECoin Inc. differentiates itself from other micropayment players in the following ways: 

*
ECoin Wallet Manager is tightly integrated into the modern browser technology (We support Netscape and MS IE). The communication between Wallet Manager and the Payment Server uses http+SSL calls. Therefore, it will work wherever the http protocol is allowed and is able to bypass the firewall and proxy server restriction for many corporate users. 

*
ECoin Wallet is token-based. Tokens are stored in the local wallet instead of credit card number. This feature lowers the risk of credit card fraud and electronic theft that concern many Internet users. ECoin Wallet can be extended to a notation-based system when we feel that we can secure desktop environment in a better way. 

*
The tried and proven Easy Wizard to implement eCoin's web interface. We have designed Easy Wizards to help merchants build eCoin interface. The Wizard will construct the HTML output for merchants in literally a few minutes. We are working with a few interested vendors. We have not heard any complaint about the difficulty of implementation. Full featured technical documents are also prepared for sophistical CGI programming. 

*
Intuitive Wallet Manager Icon embedded into the webpage. The simplicity of Wallet Manager GUI makes it very intuitive to conduct a transaction. No separate application is needed to assist the transaction. 

Application

Since the Spring of 1999, we have delivered several production quality Wallet Manager. We continue to improve the reliability of Wallet Manager as well as the functionalities of the Payment Server. And we also continue to gain new inspirations and deeper insights how we can apply eCoin to many different areas. ECoin just opens up a complete new arena for online businesses to create new markets. The following lists some of these areas that we have explored: 

URL redirect

This is the very basic function of Wallet Manager. The power of Wallet Manager is that it will handle all the detailed transaction of a purchase in the background. The user just have to click on the "Buy It" button and the client's browser will be redirected to the purchased URL. There is no effort that the merchant's webserver has to perform except to provide the appropriate contents upon the URL request. 

Pay Per Login

Extending the above mentioned capability, eCoin Wallet Manager can act as a payment gateway for login window. This enables the merchants to charge their customers upon each login. 

Pay Per Use Software

Working in conjunction with the ActiveX technology of Microsoft Internet Explorer, eCoin Wallet Manager can be embedded into Windows applications and act as a payment gateway. This enables the software to charge the user interactively. This function should find great advantage in sharewares and some usage based softwares such as Internet Fax/Telephony. 

The Third Phase Commit

Ecoin Wallet Manager utilizes the Two Phase Commit model that most advanced databases, such as Oracle, handles distributed transactions. However, to further secure the purchase process and prevent customers from failure during the redirect, we developed the Third Phase Commit technology, or called PH3. The customer will be charged only when the purchased URL is successfully loaded into his/her browser. 

Accessibility By Multiple Applications

To go beyond the single process model, one Wallet Manager is able to synchronize the Wallet in memory if the Wallet database is updated by another Wallet Manager invoked by a different application.

(from http://www.ecoin.net/project.htm)
What is eCoin ? 

------------------------------------------------------------------------

Introduction to eCoin 

As more and more businesses go on-line, the Internet has become a gigantic information database. Digital information, ranging from documents, graphics, to music, even movies, can be exchanged through Internet. eCoin.net's vision is to provide a safe secure market place on the Internet for people to find, buy, list and sell information, on-line services, and digital goods of sub-dollar amount. It is also the place to provide the right tools ( eCoins and Wallet Manager ) to bridge and enable the interaction between vendors and consumers. If this is what you are looking for, eCoin is your answer. 

eCoins are electronic tokens issued by eCoin.net to be used for on-line transaction of sub-dollar amounts, also known as Micropayment. eCoin is the unique, low-cost, convenient, secure and reliable way for vendors to set up their powerful worldwide distribution channels and for consumers to buy things they need any time and anywhere. Using eCoin's turnkey technology, both vendors and consumers only needs very little efforts to set up the eCoin service and they can enjoy right away all the benefits and conveniences that the eCoin brings to them. 

Why would cents make sense? 

It may sound that cents are useless for buying goods in our daily lives. However, for a lot of services and goods we buy them in the bulk way, and that adds up the dollar amount. If we break the price down to the per usage basis, most of them will fall in the cents regime. For example, a daily newspaper costs about 25 cents. A monthly 20 dollar 150-hour Internet Dial-in Service costs about 13 cents per hour. A 4-dollar 100-page magazine would cost 4 cents per page. If you are only interested in a 5-page article, 20 cents will do it. It is easy to find a lot of examples in our daily lives that only cost cents when we break them down to smaller units.

Selling things in smaller units may sound strange for conventional things we encounter in daily lives. However, this idea makes it unique and useful for the revolutionary Internet. For example, a consumer can buy a specific piece of information or service from an on-line vendor without the bulk price that includes unwanted junk information. A vendor can tailor the service to better serve customers' needs without overheads (such as paper and printing costs, efforts to make a nice looking book, etc.) from conventional ways. In addition, Internet itself is, by definition, a mass consumer market. There are also lots of new low-cost "unconventional" services can be created just for the Internet and suitable for the eCoin trade. Consumers and all these new services can be very well bridged by the eCoin through an easy-to-use and secure way.

eCoin: the right solution for the micro-payment market

As a consumer, are you looking for places to find specific and right-to-the-point information, services, or goods that would just serve your need? Are you tired of searching through the huge amount of superficial, not-to-the-point "search results" from the "free" Internet to solve your problems? At eCoin.net, you will be able to get better information and service providers that can help you to solve your personal problems with higher efficiency and quality but at a very low cost. 

As an information and service provider, are you looking for an effective way and the right place to sell your proprietary knowledge, special information, and cutting-edge services over the Internet? Are you trying to find the right tool to enable your business without going through the hassle of setting up the e-commerce interface? At eCoin.net, we will provide you the market place to show your products and provide you a turnkey solution for you to collect your profits.

Finally, there is a place to bring both information-hungry consumers and knowledge-rich providers together to make the Internet the best place to be.

(from http://www.ecoin.net/what.htm)
How Does eCoin Micropayment System Work  

Introduction 

eCoin Wallet is a token-based micropayment system. It simulates the real world coinery system in the sense that a string of digital token carries a fixed value in a certain currency. We call this token "eCoin". In the current design (this may subject to change if maturer technology is available in generating e-cash tokens), each eCoin is 15-bytes long, consisting the following components: 

*
eCoin type: 2 bytes 

*
Internal flags: 1 byte 

*
Timestamp and expiration date: 5 bytes 

*
Identifier: 8 bytes 

The Timestamp plus Identifier forms a unique string that identifes the eCoin. The Identifier is generated by a sequencer and a random number, thus is meaningful within eCoin's scope. Public circulation and exchange of a digital cash can not be achieved until a maturer technology of digital signature, such as MicroMint, could be deployed. Since eCoin system is highly flexible, these new tokens can be fed into eCoin's Wallet with little modification. 

------------------------------------------------------------------------

Operation 

This section we explain further details of the system. First, there are three tiers or parties that are involved in the online transaction. 

1.
User: The user installs the wallet software, eCoin Wallet Manager, as browser plugin, that interprets embedded invoices in HTML pages. 

2.
Merchant: The merchant does not install specific software. The merchant generates the appropriate invoice tags in its HTML pages to enable the Wallet Manager. 

3.
eCoin Server: eCoin Server operate as a broker that keeps customer and merchant accounts, accepts payment requests from the customer's Wallet, and computes embedded invoices for the merchant. 

The major difference in eCoin's design is that the merchant's task and operation burden is greatly simplified. The merchant does not have to set up processing software. Its only task is to generate the invoice tag into the html, therefore very cost effective. All processing is handled by the broker who does the issuing and recollecting of ecoins. 

------------------------------------------------------------------------

Behind A Purchase 

The complete cycle of a micropayment transaction consists of the following steps: 

1.
The user download eCoins from his/her online account to wallet. 

2.
The merchant contacts the broker to get an embedded invoice tag. This step can be done statically through the EasyWeb Wizard or dynamically by the a CGI call. 

3.
The merchant inserts the invoice tag into the HTML page and sends it to the customer's browser. 

4.
The Wallet Manager plugin interprets the embedded invoice. 

5.
The customer clicks on an embedded invoice displayed by Wallet Manager. 

6.
The plugin sends the invoice data and eCoins to the broker. 

7.
The broker decodes the invoice and verifies the eCoins. 

8.
The broker transfers the eCoins to the merchant account. 

9.
The broker returns a redrect command to the user's browser with the purchased URL at the merchant site, where the goods are. 

10.
The user's browser loads the new URL. 

------------------------------------------------------------------------

Double Spending 

When a token is issued to the wallet, there is a copy of each token kept on the Server. When the transaction of a purchase is completed, the copy is marked "invalid" immediately, therefore no further spending on that token is allowed. In the eCoin transaction model, the "token issuer" and the "transaction handler" is the same one (eCoin Server), chance of double-spending is greatly minimized. 

------------------------------------------------------------------------

Protection of Customer 

The token-based system provides greater security to the customer. The potential damage of wallet theft is limited. This feature is very different from the notation-based system, such as the wallet that carries the customer's credit card information. The potential risk of a credit card bearing wallet is your credit limit. 

As far as the anonymity is concerned, token provides an insulation of customer's identity from the purchase. However, at this point, the linkage between the customer and the tokens is forced because we feel traceability is more important than anonymity in this beginning phase of our operation. Thus the customer is NOT anonymous to the broker because the server traces the connection between the customer and the token at download time. This connection can be disabled (in the future), but then the traceability is lost. If there is any dispute about one transaction, lack of traceability will be a problem. 

Nevertheless, the customer is anonymous to the merchants. eCoin Server does not reveal the identity of the customer to the merchant upon a purchase. 

------------------------------------------------------------------------

Protection of Merchant 

How then is the merchant protected from abuse, for example, snooping the URL during the transmission of a purchase, and therefore stealing the goods without paying? The communication between Wallet and Server is encrypted, so the hacking of URL is very difficult. However, a transaction is considered completed when the redirect command is issued. The URL then is known to the customer as well as whoever can sniff the network. One concern that may be raised is that how the merchant can protect herself from having to accept goods requests from everybody who has the access to the purchased URL -- without any feedback about payments ? 

Yes, once the URL is known, it is public. We count on the merchant to protect themselves from being abused or double-delivering by their CGI programming skill. For example, the merchant can encypt a timestamp or a counter flag into the URL so that the same URL is valid only for a period of time or so many accesses.

(from http://www.ecoin.net/operation.htm)
Low Cost 

------------------------------------------------------------------------

We, at eCoin.net, know that our micropayment solution is proving to be a great retail venue on the Internet. That's why we've tried to make it as easy and as economical as possible for Internet merchants and users to venture into this new area at a minimal risk. 

Low Cost To The Users 

In order to encourage Internet users to utilize eCoin as their primary micropayment solution, we have reduced the transaction complexity to minimum. Once opened a Server account with eCoin.net, Users can buy eCoins with all major credit cards ( US $10 minimum). eCoins can be moved between their Wallets and the Server. -- All without any service charges. 

Low Cost To The Merchants 

As to the merchants, there is no need to open another merchant account. your Server account is your merchant account. No setup fee is incurred for merchants to use Server accounts as merchant accounts. Neither do you have to set up complex payment servers on your site. Transaction details are all handled by Wallet Manager and eCoin Server. All you have to do is to set up EMBED tag. 

At this stage, eCoin.net charges commission rate as 

* 20% -- if the transaction is less than 20 eCoins ( 20 USDC eCoins amount to US $1.0 ). 

* 2 eCoins + 10% -- if greater than 20 eCoins; or US $0.1 + 10% for USDC eCoins. 

The rest is credited into merchants' Server Accounts. (This rate is subject to change in the future.) 

Payout

Checks are mailed to you (as designated in the Server account's contact information) once the credit is accumulated to US$50 (1000 USDCs). (This threshold is also subject to change in the future.) Our payout cycle is the first and 15th of every month. 

For high traffic merchants, periodic wire transfer to bank account can be set up through special arrangement. Since eCoin.net targets at the global Internet market, offshore merchants are welcomed. Domestic (within US) wire transfer fee is US$10; while international wire transfer fee is US$30. 

(from http://www.ecoin.net/lowcost.htm)
